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Governance Risk for Political Bodies 2

 Political leaders are often under-boarded;

 Government is not governance;

 Fiduciary duty is conflated with constituent advocacy;

 Self-serving behavior is conflated with public trust;

 Lack of training, controls and low barriers to entry;

 Staff knowledge, reliance, over-reach;

 Large concentration of power in lead executive role 

(Mayor, Premier, Prime Minister) absent controls;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Governance Risk is Major Risk 3

 Reluctance to impose controls, limits on oneself;

 Resistance to codes, standards, transparency;

 Government is thought to be different;

 Denial, inertia, inaction, blame, political frustration;

 Limited triggers to correct: Impeachment, elections;

 Best governance practices often absent as a result;

 Best governance practices to come;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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What I will address
4

 1. Fiduciary duty, duty of care, and conflicts of interest;

 2. Tone throughout organization and whistle-blowing;

 3. Strategic role of the governing body;

 4. Composition of the governing body;

 5. Behavioural vetting of governors;

 6. Board dynamics and tone at the top;

 7. CEO (CAO) succession;

 8. Non-financial risk oversight by governing body;

 9. Cyber-security, BYOD and social media; 

10. Questions and Answers.

http://www.yorku.ca/rleblanc
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Handbook of Board Governance 5
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There is not an excuse that I have not heard
6

 “It doesn’t apply to our sector or company.”;

 “It costs too much.”; 

 “It is too difficult to implement.”;

 “We have never done it this way.”;

 “Regulators lack jurisdiction.”;

 “Our board is perfectly fine.”;

 “It is the law of unintended consequences”;

 “It is one sized fits all approach.”;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Research and Practice 7
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What does governance failure look like? 7

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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The New Governance Normal 8
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What was my role and what happened? 9

 Called in by board, regulator, police, monitor, judge, law firm;

 Bribery and corruption within the company and board;

 Property destruction and death;

 Stock manipulation and fraudulent financial statements 
(several);

 Sexual misconduct;

 Improper expenses;

 Extensive lawsuits against directors: “I will [mess] up his life”;

 Significant fines and loss of reputation; 

 Interviews of fraudsters (prison in three cases);

http://www.yorku.ca/rleblanc
http://www.yorku.ca/


Copyright © Richard Leblanc.

All rights reserved.

Insight
10

What have I 
learned from  

governance failure 
and success?

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Research and Practice 11
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Proposition 11

There are no bad 

companies, only 

bad boards. Look 

to the board, not 

the company.

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Research and Practice 12
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Caveat 12

I am not here as a 

municipal expert 

but rather a 

governance 

expert.

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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1. Legal Responsibilities: Fiduciary Duty 13

 The duty properly defined, understood and applied;

 There is no fiduciary duty to stakeholders, or even 

shareholders/members, in Canada;

 You cannot have a duty to more than one beneficiary;

 If you are there to represent your interests, or that of a 

stakeholder/shareholder, you are poison to your board;

 You are not there to represent any stakeholder, but rather 

the best interests of the organization as a whole;

 How to address inevitable conflicts of interest;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Mixed Conflicting Interests on the Board 14

 COI Policy that is robust in its design and controls;

 The standard is objective, not subjective;

 Complete disclosure of related financial affairs, of 

yourself, your family and your affiliates, to Audit 

Committee;

 Declaring the conflict and not influencing, recusing from 

voting;

 Why the conflict / related party transaction? 

 Whistle-blowing if conflict is not declared;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/


CEO Succession planning 15

Copyright © Richard Leblanc.

All rights reserved.

Conflicts of Interest, continued 15

 Independent assurance of management of the conflict 

(Internal Audit, external);

 Creation of special committee of directors disinterested 

from (i) the conflict and (ii) conflicted director(s);

 This is all uncomfortable but the right thing to do;

 Code of conduct (robust) and sign off, and controls, and 

disclosure, by Directors, to a Committee, and to the BOD;

 Assume self interest by Directors: Are you white, grey or 

black? I have never seen grey become white;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Legal Responsibilities: Duty of Care 16

 Reasonably prudent person would act under similar 

circumstances;

 You need to bring forth your skill set and you may be 

treated differently as a result;

 You can and will be scrutinized by a court or judge on the 

process you used for oversight and decisions;

 Use of committees to review and recommend;

 Business Judgment Rule insulates you ONLY with a 

proper process and exercise of that process;

 Document your process;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Legal Responsibilities: Duty of Care 17

 Lack of distraction (social media, text, email, shopping);

 Attendance, in person, and for full duration of meeting;

 Information is life blood of the board: quality, quantity, 

format, timeliness, relevance, source;

 Setting of Board and Committee agendas and time 

allocated commensurate with importance;

 Use of Competency Matrix;

 Asking questions;

 Getting independent advice;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Director and Advisor Independence 18

 You can be independent and captured;

 Objective, reasonable standard standard;

 Time limits: 9-10 years;

 Research tends to support limits, rotation;

 Research on social relatedness, origination;

 Gifts, vacations, perks, office, friendships, jobs for kids 

or friends: capture the director;

 Independent auditors and compensation consultants;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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2. Tone Deep Inside the Organization 19

Does bad news rise? How do you know?

Anonymous, protected, remedied whistle-blowing?

Employee surveys anonymous directly to board?

 Independent audit of culture?

Risk takers inappropriately incented?

 Is your tone at the top unambiguous and 

consequential?

Does the board report on culture?

http://www.yorku.ca/rleblanc
http://www.yorku.ca
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Tone at Top: A Good Example 20

http://www.yorku.ca/rleblanc
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Tone at Top: Another Good Example
21

http://www.yorku.ca/rleblanc
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Code of Conduct (recent draft Dr Leblanc) 22

http://www.yorku.ca/rleblanc
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Code of Conduct, continued 23

http://www.yorku.ca/rleblanc
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3. Strategic Role of the Governing Body 24

 Is each Director linked to your business model?

Does your board spend 50% of its time on 

strategy?

Do you fully understand the business model?

 Is 50% of your matrix linked to strategy?

Whole board vs. a board committee;

Do you conduct a 360 degree review including 

management?

http://www.yorku.ca/rleblanc
http://www.yorku.ca
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Strategic Role of The Board 25
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http://www.yorku.ca


Copyright © Richard Leblanc.

All rights reserved.

Strategic Value Creation by Boards 26

Board encouraging during unpolished crystal ball: 

Immature non-financial metrics: Ex, Cx, Px, Mx;

75% of the value of a Company is non-financial;

Lagging vs. leading indicators: Lagging is too late;

A Board cannot oversee a PowerPoint deck;

How to ask a “strategic” question as a Director?

This will not work if a Board does not have the 

right Chair and the right Directors;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Strategic Plan – Value Drivers and KPIs
27

http://www.yorku.ca/rleblanc
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6-7 page template for each VD to Board
28

http://www.yorku.ca/rleblanc
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The digital disruption to business models 29

http://www.yorku.ca/rleblanc
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The disruption to traditional business models30

Source: PwC Governance Insights Center, Technology Series

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Strategic Value Creation by Boards 31

 Board, led by Chair, sets standards for vigorous value 

creation process, establishes ambitious value creation 

criteria, and leads management to develop optimal value 

creation plan;

 Deep dives and due diligence by directors into company, 

business model, industry and markets to understand 

value drivers, innovation opportunities and associated 

risks;

 Board approves plan and its milestones, monitors 

progress regularly, calling for prompt corrective action to 

ensure goals are met, including increased goals as new 

unplanned/unanticipated opportunities arise; 

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Strategic Value Creation by Boards 32

 Value maximization plan clearly and simply spells out key 

timelines, milestones, targets, and individuals 

accountable for each key plan component and specific 

results;

 Reporting format and information flow provides frequent, 

timely and accurate information to board on plan 

progress and any variances; 

 Board addresses plan variances quickly and directly: 

management provides concrete responses on how 

shortfall will be corrected, by whom and when;

 Chair adopts a primary role in foregoing;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Strategic Value Creation by Boards 33

 Maintenance of ‘day to day’ management by CEO and 

rest of executive team;

 Highly engaged level of functioning by board and a shift 

in primary focus towards value creation;

 Robust debate and review of plan execution is primary 

board meeting agenda item; and at least one 

presentation each board meeting from key personnel 

below the senior level, on that particular individual’s role 

in the value maximization plan and a full discussion of 

progress to date in that regard;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Strategic Value Creation by Boards 34

 Regular, robust communication between board and 

executive team, including open communication below the 

senior management level, in large part not focused on 

“oversight” but on engaging others in regard to their role 

in the company’s business and value maximization plan;

 Board links value creation plan execution to simple, 

straight-forward incentive performance metrics so direct 

link between management wealth creation and the 

performance and increase in equity value of company; 

 Direct link to performance, value creation or the need to 

hit certain targets before any incentive compensation 

kicks in, below which management gets nothing.

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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4. Composition of the Governing Body 35

Do you link board tenure to peer performance?

Do you have 30-40% women on your Board?

Do you conduct a skills review of Directors?

 Independence of mind? Grey directors?

Do you disclose Director skills and education?

Can investors remove and propose Directors?

Do you meet with investors independent of 

Management to discuss Board composition?

http://www.yorku.ca/rleblanc
http://www.yorku.ca
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Example of board diversity and competency 36

Broad strategic 

role and

industry 

knowledge

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Composition of the Board 37

http://www.yorku.ca/rleblanc
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Composition of the Board 38

1. Risk Expertise on the Board?

Does the Board have risk expertise on it? 

http://www.yorku.ca/rleblanc
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What are practices now? (49% no women) 39

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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40Homogeneity and group think

Diverse groups 

are tougher to 

manage but may 

make better 

decisions.

http://www.yorku.ca/rleblanc
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Measuring Board Diversity 41

http://www.yorku.ca/rleblanc
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5. Behavioral Vetting of Directors 42

Criminal, credit, social media checks?

Background and thorough reference checks?

Signed letters of resignation up front?

Peer assessment of behavior?

Ongoing integrity controls of Management and 

Directors?

 Internal controls over social media, reputation?

Peer mentoring of behavior?

http://www.yorku.ca/rleblanc
http://www.yorku.ca
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Behavioral Vetting of Directors 43
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Addressing Poor Behaviour 44

http://www.yorku.ca/rleblanc
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More Director Behaviors That 

Should be Assessed, Recruited For
45

 Integrity and personal / professional ethics;

 Communication skills: listening, speaking, writing;

 Teamwork skills: group, consensus, social, self aware;

 Impact, influence, coaching and development;

 Leadership / chair skills: meeting, agenda, information;

 Intellectual curiosity, bias to learn, quick study;

 Capacity to challenge constructively: tone, words;

 Conscientiousness, diligence, duty of care, preparation;

http://www.yorku.ca/rleblanc
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Behaviors That Matter and Director Evaluation 46

http://www.yorku.ca/rleblanc
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6. Board Dynamics and Tone at Top 47

Do you speak up? Always?

Do you meet in executive sessions (good boards 

twice per meeting)?

 Is ego left at the door?

Will you rid yourself of a problem director or CEO?

 Is any Chair captured or entrenched?

 Is your CEO dominant or entrenched (examples)?

Diversity, term limits, retirement, renewal?

http://www.yorku.ca/rleblanc
http://www.yorku.ca


CEO Succession planning 48

Copyright © Richard Leblanc.

All rights reserved.

In Camera or Executive or Board Only Session48

 Widely regarded as a best practice;

 No management or staff;

 No agenda;

 No notes;

 No decisions;

 No leaks;

 Debriefing with the CEO;

 Happening now at committee levels.

http://www.yorku.ca/rleblanc
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Research and Practice 49
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Board Dynamics Red Flags 49

 A Director’s behavior: tone, approach, frequency;

 A Director who does not support board decisions;

 A Director who acts out of self interest;

 A Director who says one thing, and does another;

 Talking over people (disagree vs disagreeable);

 Toxic emails vs. board meetings;

 A Chair who weighs in too early, or unduly 
influences the collective Board, or who is owned 
by the CEO;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
http://www.yorku.ca/rleblanc
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Committee Structure 50

 Committees review and recommend, do not approve or 

decide: Committee first, then the Board;

 Risk and oversight coverage: committees;

 Match competencies to committees;

 A word on independent oversight functions;

 Governance / Nominating Committee recommends board 

and committee membership and chairship;

 Proper committee charters, agendas and reporting;

 Committee chair leadership important;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Board – Management Interface 51

 The Board has one employee;

 The Board and each Committee acts as a unit;

 Directors do not act as Directors (several examples);

 Rogue Directors should be stopped immediately by the 

Board Chair in their behaviours;

 Proper documentation so the Governance and 

Management lines are well known and enforced;

 Improper Stakeholder-Director communication;

 One Director and a weak Chair can wreck a Board;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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7. CEO (CAO) Succession 52

 Internal candidate who is CEO-ready (example)?

Executive sessions twice each meeting?

Full cooperation of incumbent CEO?

Exposure to high potential talent (example)?

Documented CEO succession plan?

Full board involvement? 

Do you have the ability/courage to fire your CEO?

http://www.yorku.ca/rleblanc
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CEO Succession 53
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CEO Succession 54

http://www.yorku.ca/rleblanc
http://www.yorku.ca


Copyright © Richard Leblanc.

All rights reserved.

CEO Evaluation 55

Source: Stanford University and The Miles Group, in Richard Leblanc, Ed., The Handbook of Board Governance, forthcoming 2019, draft manuscript.

84% of CEO Evaluations are not effective

http://www.yorku.ca/rleblanc
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CEO Evaluation Linked to Value Drivers 56

http://www.yorku.ca/rleblanc
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Model CEO Contract 57

http://www.yorku.ca/rleblanc
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8. Non-financial Risk Oversight by Governors58

75% of your business model is non-financial;

Written risk appetite framework?

Risk-adjusted KPIs?

Non-financial KPIs linked to pay?

Emerging risks: Terrorism, active shooter, geo-

political, kidnap, populism, political violence, 

regulatory, trade, cyber, climate/natural disaster?

Each non-financial risk in a committee?

http://www.yorku.ca/rleblanc
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Risk governance is often least effective by board 59

Shortly after 

attempted terrorist attack

http://www.yorku.ca/rleblanc
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Oversight of Risk Management 6060

Strategic

Financial

Information Technology

Human
Resources

Accounting &
Reporting

Integrity Operations

•Strategic Planning
•Capital Investment
•Corp. Organization

•R&D

•Acquisitions
•Divestitures/Closures

•Manufacturing Strategy
•Functional Location •Financial Planning & 

Modeling

•Risk Management - Insurance

•Risk Management - Interest Rates

•Investments
•Financing

•Liquidity/Cash Flow

•Credit/Bad Debts

•Performance Management

•SEC Reporting

•Financial Forecasts

•Tax Accounting & Reporting

•Management Reporting

•Reputation

•Management Fraud

•Employee/Theft/Fraud

•Illegal Acts

•Resource Misuse

•Ethics

•Brand Image

•Tone At The Top

•SG&A
•Capital Projects

•Quality
•Customer Credits/Rebates

•Inventory Management
•Procurement

•Training

•Perf/Rewards Alignment
•Availability of Skilled Staff

•Communications
•Morale and Job Satisfaction

•Leadership
•Salary Inflation

•Knowledge Assets
•Empowerment

•Access
•Availability

•Information Relevance
•Continuity

•System Integrity
•Technology Infrastructure

•Tech Development & Integration
•IT & Business Strategic Alignment

•Outsourcer Management
•Cost Control

•Safety
•Environmental Compliance

•Govt. Compliance
•Reliability

•Operating Costs
•Sales and Marketing

•Contract Compliance
•Capacity Planning

•Engineering
•Repair Services

Environment
•Political

•Legal

•Regulatory

•Business Interruption

•ExternalTheft/Fraud/

Illegal Acts

•Business Practices

•Innovation

Customers
•Customers’ sales

•Planning

•Reliability

•Relationships

•Contracts

•Standards and 

Expectations

•Customer viability

Suppliers
•Supply

•Pricing

•Quality

•Relationships

•Billing

•Logistics

•Risk Management – Foreign Exchange

Rating 

Agencies
•Maxtor credit

•Vendor terms 

(guarantees, 

advance 

payments)

•Workforce management

Technology

•Product 

Obsolescence

•Tax Strategies

•Debt Compliance

•Lease Compliance

•Statutory Reporting

•Analyst Communications

Competitors

•IP Protection

Source: N. Marks

“We missed it.”

http://www.yorku.ca/rleblanc
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Oversight of Risk Management 6161

Strategic

Financial

Information Technology

Human
Resources

Accounting &
Reporting

Integrity Operations

•Strategic Planning
•Capital Investment
•Corp. Organization

•R&D

•Acquisitions
•Divestitures/Closures

•Manufacturing Strategy
•Functional Location •Financial Planning & 

Modeling

•Risk Management - Insurance

•Risk Management - Interest Rates

•Investments
•Financing

•Liquidity/Cash Flow

•Credit/Bad Debts

•Performance Management

•SEC Reporting

•Financial Forecasts

•Tax Accounting & Reporting

•Management Reporting

•Reputation

•Management Fraud

•Employee/Theft/Fraud

•Illegal Acts

•Resource Misuse

•Ethics

•Brand Image

•Tone At The Top

•SG&A
•Capital Projects

•Quality
•Customer Credits/Rebates

•Inventory Management
•Procurement

•Training

•Perf/Rewards Alignment
•Availability of Skilled Staff

•Communications
•Morale and Job Satisfaction

•Leadership
•Salary Inflation

•Knowledge Assets
•Empowerment

•Access
•Availability

•Information Relevance
•Continuity

•System Integrity
•Technology Infrastructure

•Tech Development & Integration
•IT & Business Strategic Alignment

•Outsourcer Management
•Cost Control

•Safety
•Environmental Compliance

•Govt. Compliance
•Reliability

•Operating Costs
•Sales and Marketing

•Contract Compliance
•Capacity Planning

•Engineering
•Repair Services

Environment
•Political

•Legal

•Regulatory

•Business Interruption

•ExternalTheft/Fraud/

Illegal Acts

•Business Practices

•Innovation

Customers
•Customers’ sales

•Planning

•Reliability

•Relationships

•Contracts

•Standards and 

Expectations

•Customer viability

Suppliers
•Supply

•Pricing

•Quality

•Relationships

•Billing

•Logistics

•Risk Management – Foreign Exchange

Rating 

Agencies
•Maxtor credit

•Vendor terms 

(guarantees, 

advance 

payments)

•Workforce management

Technology

•Product 

Obsolescence

•Tax Strategies

•Debt Compliance

•Lease Compliance

•Statutory Reporting

•Analyst Communications

Competitors

•IP Protection

Source: N. Marks

“We missed it.”
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Ex:“Top 15” ERM-related Risks, York University61

9. Organization Structure Risk. 

10. Performance Measurement 

Risk. 

11. HR Academic Risk. 

12. Reputation Erosion Risk. 

13. Strategic Labour Relations 

Risk.

14. Enrolment Targets Risk.

15. Resource Allocation Risk.

1. Government Policy Risk. 

2. Competitor Risk. 

3. Change Readiness Risk. 

4. Capital Availability Risk. 

5. Leadership Risk. 

6. HR Non-Academic Risk. 

7. Student Satisfaction Risk.

8. Communications Risk. 

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
http://www.yorku.ca/
http://www.yorku.ca/rleblanc
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Oversight of Risk Management, continued 62

Source: Basel (May 10), Europe (Dec 10) and FDIC (Feb 11)
Copyright © Richard Leblanc.

All rights reserved.

Internal Controls – Tools to Customize
62

 Segregation of duties

 Restricted areas

 Approvals

 Reconciliations

 Record retention

 Safeguarding and asset accountability

 Management override

 Manual controls

 Data Security

 IT, inventory and other controls;

 Areas of vulnerability and fraud schemes; 

Source: R. Leblanc, Assessment methodology for audit committees

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Oversight of Risk Management, continued 63

Source: Basel (May 10), Europe (Dec 10) and FDIC (Feb 11)
Copyright © 2011 Richard Leblanc.

All rights reserved.

Internal Controls – Your Tools to Customize
63

 Segregation of duties

 Restricted areas

 Approvals

 Reconciliations

 Record retention

 Safeguarding and asset accountability

 Management override

 Manual controls

 Data Security

 IT, inventory and other controls;

 Areas of vulnerability and fraud schemes; 

Source: R. Leblanc, Audit Committee Review Copyright © 2011 Richard Leblanc.

All rights reserved.

Comprehensive Risk Governance 63

Audit 

Committee
(or equivalent)

Comp.

Committee
(or equivalent)

Nom/Gov.

Committee
(or equivalent)

Risk

Material financial and non-financial 

business risks & IC reporting

CFO

Committee Charter Coverage

CS, GC

S-Ox Dodd-Frank

EA CC GA, SF

Board of Directors

CRO

ICFR
IA

CEO

ICNFR

Basel/King

RAP

SHRO

?

Copyright © Richard Leblanc.
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ERM Risk Register Template
63


University 

Strategic 

Direction

Risk

Inherent Risk 

Before Response
Overall I.R. 

Rating 

Before 

Response

Risk 

Management 

Strategy & 

Points of 

Reliance

Residual Risk After 

Response
Overall R. 

R. Rating 

After 

Response

Accountability 

& Action 

Required
Proba

-bility
Impact

Proba-

bility
Impact

University 

Strategic 

Directions

IT 

Infrastructure 

will not 

support 

University 

initiatives 

(p. 9)

4 -

Likely

5 -

Major

Reduce

ICT 

Foundational 

Document

ITS Unit Plan

Data Use Policy

Etc.

3 -

Possible

4 -

Major

Complete plan

Develop & 

implement 

college & 

admin unit 

plans including 

contingency & 

recovery

•Etc.

High
Critical importance to the success of the University in meetings its 

financial and non-financial goals

Moderate
Important but not critical to the success of the University in meetings 

its financial and non-financial goals

Low
Risk does not have a material bearing to the success of the 

University in meetings its financial and non-financial goals

Source: University of Saskatchewan

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
http://www.yorku.ca/rleblanc
http://www.yorku.ca/
http://www.yorku.ca/rleblanc
http://www.yorku.ca/
http://www.yorku.ca/rleblanc
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Weaknesses of Risk Management 64

 “Risk takers” & compensation;

 Non-financial risks and ICNFR: 

operations, technology, 

reputation, health, safety, security;

 Management knows the risks; 

 Board: 

 Protect Internal Assurance;

 Complete, coordinated, independent assurance;

MGMT

Certif.

Integrated Mapped Assurance

Internal 

Assurance

Top Risk Families

External

Assurance

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Risk Governance ~ Best Practices 65

 Formal documented risk appetite framework, with 

tolerances, registers and accountabilities;

 ERM that is integrated, dynamic and culturally embedded;

 Oversight functions compensation determined 

independently from business units, based on achievement 

of objectives of functions; no undue influence / conflicts;

 Risk function has input into performance metrics and 

compensation decisions of senior management;

 Third party reviews of risk, oversight functions;

 Crisis, contingency, scenario planning to Board;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Crisis Management: A Good Example 66

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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9. Cyber-security, BYOD, Social media 67

Board-approved internal controls and policies?

 Information technology on your Board?

Each Director cyber-literate?

Cyber-standards adopted and implemented?

Do you understand terms being used?

Third party experts retained by Board?

Crisis response plan?

http://www.yorku.ca/rleblanc
http://www.yorku.ca
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Social Media, IT Governance Trends (cont’d) 68

 Cybercrime: ~ $9-21 trillion possibly at risk (NACD report); 

 Cybercrime constitutes “greatest transfer of wealth in 

history” (NSA Chief);

 Head of FBI, James Comey: “impossible to count”. The 

internet is “the most dangerous parking lot imaginable.”;

 “There are those who've been hacked by the Chinese and 

those who don't know they've been hacked by the Chinese.”

 “Only 56% of companies conduct penetration tests, and 
19% fail to test at all” (professional service report);

 Cyber criminals are at world cup level, and we are at high-
school soccer level (Head of FBI analogy);

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Internal Controls Over Cyber Security Risk 69

Source: PwC and IRRCi: “What investors need to know about cybersecurity”

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Internal Controls Over Cyber Security Risk 70

Source: A. Renda, Cybersecurity and Internet Governance

Centre for European Policy Studies

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Internal Controls Over Cyber Security Risk 71

 Human error or carelessness one of the biggest risks;

 Cyber linked to social media: 30% security incident 
results from social networking (NACD report);

 Less than 1/3 (Carnegie Mellon) of boards addressing 
RM in relation to IT operations or computer and 
information security;

 “Most policies currently in place,” “are too weak to 
reasonably ensure that systems are not breached.” 
(NACD report); 

 Not enterprise wide, integrated, strategic, cultural;

 Due diligence, cyber security frameworks and standards;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Internal Controls Over Social Media, BYOD 72

 See social media policy database: 

http://socialmediagovernance.com/policies/

 Social media training and attacking / crisis simulation;

 Advanced social media analytics monitoring;

 Secure the data not the device (BYOD): permitted/ 

supported; content applications; acceptable use; Mobile 

Device Management, MAM, security; App development; 

passwords; monitoring; storage; ownership of apps and 

data; example policies and best practices; device 

payment / stipend; policy enforcement;

BYOD Policies consulted: White House, Dell, Citrix, others 

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
http://socialmediagovernance.com/policies/
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Internal Controls Over Cyber Security Risk 73

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Internal Controls Over Cyber Security Risk 74

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Internal Controls Over Cyber Security Risk 75

 Organization and resources: framework; authorities; 

specialists; 24/7; background security checks; 

training/awareness to new and existing employees;

 Cyber risk and control assessment: people, process, 

data, technology; outsourcing; IT service providers; 

scans and testing for client, server, network infrastructure 

for gaps; regular penetration testing; testing with 3P 

cyber mitigation services; cyber attack (including DDoS) 

and recovery simulation exercises; Internet outage risk;

Source: OSFI, NIST, SANS Institute, ISO frameworks;

This is what strong cyber risk 

management looks like:

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Internal Controls Over Cyber Security Risk 76

 Situational awareness: Enterprise-wide knowledge of 

users, devices, applications, soft/hard, network maps; 

normalizing, aggregation and correlation of security event 

information; analysis of events to identify potential 

attacks; expert analysis follow-up; tracking & monitoring 

of incidents outside company; industry research;

 Threat and vulnerability risk management: Data Loss 

Detect/Prevent: Cyber Incident Detection & Mitigation: 

Software Security: Network Infrastructure: Standard 

Security Configuration and Management: Network 

Access Controls and Management: Third Party 

Management: Customers and Clients: controls all 

enterprise-wide, including reputation / behaviour based;
Source: OSFI, NIST, SANS Institute, ISO frameworks, check;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Internal Controls Over Cyber Security Risk 77

 Cyber security incident management: rapid response and 

mitigation; authority; documented procedures; protocols; 

escalation taxonomy; pre-scripted communication; 

recovery; systems integrity; post incident review; controls 

upgraded; forensic investigation; closure;

 Cyber security governance: Policy and strategy: 

enterprise wide cyber security policy and strategy; 

Second line of defence (RM): Third line of defence (CAE, 

independent control group and challenge, resources and 

expertise, testing of controls): Senior management and 

board oversight (funding, implementation, assurance): 

External benchmarking; 

Source: OSFI, NIST, SANS Institute, ISO frameworks, check;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Resources for Directors, Regulatory Guidance 78

 “You have to own this problem as a leader”: Adm. 
Michael Rogers, Director of National Security Agency;

 “Big Delta”: legislation may be coming;

 Lead by example: Yahoo’s CEO’s smart phone did not 
phone did not have a password;

 As a Director, you do not need to be an expert, but you 
should be technology literate and informed;

 Information, documentation and questions are your 
influence touchpoints and oversight;

 See technology as an enterprise risk and strategic and 
business issue, not a narrow IT issue;

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Resources for Directors, continued 79

 Watch out for fuzzy reports, recent expertise, and cottage 
vendors;

 Brief one of these excellent reports: Nat Inst Stds Tech 
Framework for Improving Critical Infrastructure 
Cybersecurity; SANS Institute Critical Security Controls, 
ISO/IEC 27032; NACD Cyber-Risk Oversight;

 Glossary and acronyms: Brief these to understand;

 Your job is to understand, identify and oversee, not to 
manage: Budget, Talent, Resources, Reporting, 
Assurance, Disclosure: watch “technical devolution”; 

 The risk: Cyber failure: Where was the Board?

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
http://www.sans.org/critical-security-controls
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Questions for Directors, to Management 80

 Informed, best-practice and precise questions;

 Agree on a platform or framework (see my earlier links) 

and direct management to have an action plan and target 

date for full implementation;

 Management may be adverse to the spend and controls;

 Does management show you IT, and broader enterprise 

risk management, how identified, controlled & assured?;

 Are you satisfied with the IT, risk management and 

internal audit bench strength?: these are your eyes and 

ears: You may need to direct changes and resources; 

http://www.yorku.ca/rleblanc
http://www.yorku.ca/
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Questions for Directors, to Management 81

 Are your crown jewels/valuable assets protected, from 

outside, and once inside, also protected?; (Think like a 

thief.);

 Do you meet separately with risk, compliance, audit to 

assure cyber security risk?;

 Do you have scenario testing and mock exercises over 

digital media and cyber breaches?;

 Do you have the authority to retain a third party? Do you 

exercise this authority if or when you need to?

 Does your board have or need IT, risk expertise?

http://www.yorku.ca/rleblanc
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10. Questions and Answers 82

http://www.yorku.ca/rleblanc
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“Comply or Explain” Regime 83

Source: Basel (May 10), Europe (Dec 10) and FDIC (Feb 11)

 CSA Staff Notice 58-306 (Dec10): “unacceptable”;

 EU Submission

Copyright © Richard Leblanc.
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Thank you! 83
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Contact Information

Professor Richard Leblanc

Faculty of Liberal Arts & Professional Studies

York University

tel: (416) 736-2100 x 33744

Email: rleblanc@yorku.ca

Twitter: http://twitter.com/DrRLeblanc

LinkedIn Group: Boards & Advisors
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Short bio 85

Dr. Richard Leblanc is an award-winning teacher and 

researcher, consultant, lawyer and specialist on corporate 

governance and accountability. He is a former recipient of 

Canada’s Top 40 Under 40™award, received a teaching award 

as one of the top five university teachers in Ontario, and was 

named to Canadian Who’s Who. 

Professor Leblanc’s research expertise is in corporate 

governance, specifically in the effectiveness of boards of 

directors. He founded the discussion group on LinkedIn, Boards 

and Advisors, which is one of the largest and most active 

corporate governance groups on LinkedIn (> 25,000 members). 

He will provide hands on examples of how to maneuver the 

challenges directors could face based on his extensive service 

as an external advisor to boards of directors.
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